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§159.4

Private security functions. Activities
engaged in by a contractor under a cov-
ered contract as follows:

(1) Guarding of personnel, facilities,
designated sites, or property of a Fed-
eral agency, the contractor or subcon-
tractor, or a third party.!

(2) Any other activity for which per-
sonnel are required to carry weapons in
the performance of their duties. For
the DoD, DoDI Instruction 3020.41,
“Contractor Personnel Authorized to
Accompany the U.S. Armed Forces,” 2
prescribes policies related to personnel
allowed to carry weapons for self de-
fense.

PSC. During contingency operations
“PSC” means a company employed by
the DoD performing private security
functions under a covered contract. In
a designated area of combat oper-
ations, the term “PSC” expands to in-
clude all companies employed by
U.S.G. agencies performing private se-
curity functions under a covered con-
tract.

PSC personnel. Any individual per-
forming private security functions
under a covered contract.

§159.4 Policy.

(a) Consistent with the requirements
of paragraph (a)(2) of section 862 of
Public Law 110-181, the selection,
training, equipping, and conduct of
PSC personnel including the establish-
ment of appropriate processes shall be
coordinated between the DoD and the
Department of State.

(b) Geographic Combatant Com-
manders will provide tailored PSC
guidance and procedures for the oper-
ational environment in their Area of
Responsibility (AOR) in accordance
with this part, the Federal Acquisition
Regulation (FAR)3 and the Defense

1Contractors performing private security

functions are not authorized to perform in-
herently governmental functions. In this re-
gard, they are limited to a defensive re-
sponse to hostile acts or demonstrated hos-
tile intent.

2 Available at http:/www.dtic.mil/whs/direc-
tives/corres/pdf/302041p.pdf.

3Published in Title 48 of the Code of Fed-
eral Regulations.

32 CFR Ch. I (7-1-10 Edition)

Federal Acquisition Regulation Sup-
plement (DFARS).4

(c) In a designated area of combat op-
erations, the relevant Chief of Mission
will be responsible for developing and
issuing implementing instructions for
non-DoD PSCs and their personnel con-
sistent with the standards set forth by
the geographic Combatant Commander
in accordance with paragraph (b) of
this section. The Chief of Mission has
the option to instruct non DoD PSCs
and their personnel to follow the guid-
ance and procedures developed by the
Geographic Combatant Commander
and/or Subordinate Commander.

(d) The requirements of this part
shall not apply to contracts entered
into by elements of the intelligence
community in support of intelligence
activities.

§159.5 Responsibilities.

(a) The Assistant Deputy Under Sec-
retary of Defense for Program Support,
under the authority, direction, and
control of the Deputy Under Secretary
of Defense for Logistics and Materiel
Readiness, shall monitor the reg-
istering, processing, and accounting of
PSC personnel in an area of contin-
gency operations.

(b) The Director, Defense Procure-
ment and Acquisition Policy, under the
authority, direction, and control of the
Deputy Under Secretary of Defense for
Acquisition and Technology
(DUSD(AT)), shall ensure that the
DFARS and (in consultation with the
other members of the FAR Council) the
FAR provide appropriate guidance and
contract clauses consistent with this
part and paragraph (b) of section 862 of
Public Law 110-181.

(c) The Director, Defense Business
Transformation Agency, under the au-
thority, direction, and control of the
Deputy Chief Management Officer of
the Department of Defense, through
the DUSD(AT), shall ensure that infor-
mation systems effectively support the
accountability and visibility of con-
tracts, contractors, and specified
equipment associated with private se-
curity functions.

4Published in Title 48 of the Code of Fed-

eral Regulations.
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(d) The Chairman of the Joint Chiefs
of Staff shall ensure that joint doctrine
is consistent with the principles estab-
lished by DoD Directive 3020.49 ‘‘Or-
chestrating, Synchronizing, and Inte-
grating Program Management of Con-
tingency Acquisition Planning and Its
Operational Execution,’’ 5 DoD Instruc-
tion 3020.41, ‘“‘Contractor Personnel Au-
thorized to Accompany the U.S. Armed
Forces,” and this part.

(e) The geographic Combatant Com-
manders in whose AOR a contingency
operation is occurring, and within
which PSCs and PSC personnel perform
under covered contracts, shall:

(1) Provide guidance and procedures,
as necessary and consistent with the
principles established by DoD Directive
3020.49, ‘‘Orchestrating, Synchronizing,
and Integrating Program Management
of Contingency Acquisition Planning
and Its Operational Execution,” DoD
Instruction 3020.41, ‘‘Contractor Per-
sonnel Authorized to Accompany the
U.S. Armed Forces,” 6 and this part, for
the selection, training, accountability
and equipping of such PSC personnel
and the conduct of PSCs and PSC per-
sonnel within their AOR. Individual
training and qualification standards
shall meet, at a minimum, one of the
Military  Departments’ established
standards.

Within a geographic Combatant Com-
mand, Subordinate Commanders shall
be responsible for developing and
issuing implementing procedures as
warranted by the situation, operation,
and environment, in consultation with
the relevant Chief of Mission in des-
ignated areas of combat operations.

(2) Through the Contracting Officer,
ensure that PSC personnel acknowl-
edge, through their PSC, their under-
standing and obligation to comply with
the terms and conditions of their cov-
ered contracts.

(3) Issue written authorization to the
PSC identifying individual PSC per-
sonnel who are authorized to be armed.
Rules for the use of force, developed in
accordance with Chairman of the Joint
Chief of Staff Instruction 3121.01B,

5 Available from http:/www.dtic.mil/whs/di-
rectives/corres/pdf/302040p.pdf.

6 Available from http:/www.dtic.mil/whs/di-
rectives/corres/html/302041.htm.

§159.6

“Standing Rules of Engagement/Stand-
ing Rules for the Use of Force for U.S.
Forces,”” shall be included with the
written authorization.

(4) Ensure that the procedures, or-
ders, directives and instructions pre-
scribed §159.6(a) of this part are avail-
able through a single location (to in-
clude an Internet Web site, consistent
with security considerations and re-
quirements).

(f) The Heads of the DoD Components
shall:

(1) Ensure that all private security-
related requirement documents are in
compliance with the procedures listed
in §159.6 of this part and the guidance
and procedures issued by the geo-
graphic Combatant Command,

(2) Ensure private security-related
contracts contain the appropriate
clauses in accordance with the applica-
ble FAR clause and include additional
mission-specific requirements as appro-
priate.

§159.6 Procedures.

(a) Standing Combatant Command
Guidance and Procedures. Each geo-
graphic Combatant Commander shall
develop and publish guidance and pro-
cedures for PSCs and PSC personnel
operating during a contingency oper-
ation within their AOR, consistent
with applicable law; this part; applica-
ble Military Department publications;
and other applicable DoD issuances to
include DoD Directive 3020.49, ‘‘Or-
chestrating, Synchronizing, and Inte-
grating Program Management of Con-
tingency Acquisition Planning and Its
Operational Execution,” DFARS, DoD
Directive 2311.01E, “DoD Law of War
Program,”8 DoD 5200.8-R, ‘‘Physical
Security Program,”® CJCSI 3121.01B,

7CJCSI 3121.01B provides guidance on the

standing rules of engagement (SROE) and es-
tablishes standing rules for the use of force
(SRUF) for DOD operations worldwide. This
document is classified secret. CJCSI 3121.01B
is available via Secure Internet Protocol
Router Network at http:/js.smil.mil If the re-
quester is not an authorized user of the clas-
sified network, the requester should contact
Joint Staff J-3 at 703-614-0425.

8 Available at http:/www.dtic.mil/whs/direc-
tives/corres/html/231101.him.

9Available at http:/www.dtic.mil/whs/direc-
tives/corres/pdf/520008r.pdf.
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